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C o m p u t e r  C r i m e  

C o m p u t e r - r e l a t e d  F r a u d  

C o m p u t e r  Abuse  

B y  w h a t e v e r  name y o u  c a l l  i t - - t h e r e  a r e  many, a s  we w i l l  see  

l a t e r - - i t  i s  a n  i n t r i g u i n g  s u b j e c t .  I t  i s  a t o p i c  o n  t h e  a g e n d a  

o f  many c o n f e r e n c e s  b e i n g  h e l d  t h i s  y e a r .  As a m a t t e r  o f  f a c t ,  

some c o n f e r e n c e s  a r e  d e v o t e d  s o l e l y  t o  t h i s  s u b j e c t .  P e o p l e  h a v e  

w r i t t e n  b o o k s  a b o u t  i t  a n d  n e w s p a p e r s  a n d  v a r i o u s  p e r i o d i c a l s  

c a r r y  f e a t u r e  s t o r i e s  a b o u t  i t .  

A t  t h e  o u t s e t  h e r e  t h i s  m o r n i n g ,  I w o u l d  l i k e  t o  Look i n t o  

some o f  t h e  r e a s o n s .  

WHY COMPUTER-RELATED 
C R I N E .  I S  AN I S S U E  

I n  my o p i n i o n ,  s e v e r a l  f a c t o r s  h a v e  c a u s e d  i t  t o  b e  a n  i s s u e  

o f  r m p o r t a n c e ;  t h e  f i r s t ,  I l i k e  t o  c a l l  t h e  " c o n f u s i o n  f a c t o r . "  

I n  p a r t ,  t h i s  c a n  b e  i l l u s t r a t e d  b y  some h e a d l i n e s  a n d  e x c e r p t s  

i n  n e w s p a p e r s  a n d  t h e  t r a d e  p r e s s .  F o r  examp le ,  j u s t  L a s t  m o n t h  

o n e  o f  B u s i n e s s  Week 's  f e a t u r e  a r t i c l e s  was " t h e  S p r e a d i n g  D a n g e r  

o f  C o m p u t e r  C r i m e . "  A b o u t  6 m o n t h s  e a r l i e r  s e v e r a l  n e w s p a p e r s  

- 

r e p o r t e d  t h a t  a c c o r d i n g  t o  e x p e r t s  more  p e o p l e  a r e  g e t t i n g  away 

w i t h - a n d  g e t t i n g  r i c h  f r o m  c o m p u t e r  c r i m e .  B u t  i t  was j u s t  o v e r  

~ a yea.r a g o  t h a t  e x p e r t  w i t n e s s e s  w e r e  t e s t i f y i n g  b e f o r e  t h e  C o n g r e s s  

- t h a t - - c o m p u t e r  c r i m e  was a b o g u s  i s s u e ,  n o t  s i g n i f i c a n t  e n o u g h  t o  

w a r r a n t  p a s s a g e  o f  a F e d e r a l  c o m p u t e r  c r i m e  s t a t u t e .  
b 

C o n f u s i o n  a l s o  s u r r o u n d s  t h e  d e f i n i t i o n  o f  c o m p u t e r  c r i m e .  

Many w i  I 1  s a y  t h a t  t h e  $10.2 m i l l i o n ,  w i r e - t r a n s f e r ,  " d i a m o n d "  

f r a u d  a t  a m a j o r  C a l i f o r n i a  b a n k  i s  a c o m p u t e r  f r a u d ;  o t h e r s  s a y  

- 

i t  i s  n o t .  
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C o n f u s i o n  a l s o  s u r r o u n d s  t h e  m a g n i t u d e  o f  t h e  c o m p u t e r  c r i m e .  

Some e s t i m a t e  t h a t  i t  i s  a b o u t  $100 m i l l i o n  a y e a r ;  some s a y  

$300 m i l l i o n ;  some e v e n  s a y  i t  i s  i n  t h e  b i l l i o n s .  The t r u t h  i s ,  

n o b o d y  r e a l l y  knows b e c a u s e  many c a s e s  go  u n d e t e c t e d  f o r  a t o n g  

t i m e  w h i c h  makes y o u  w o n d e r  how many a r e  n e v e r  d e t e c t e d ;  a n d  many 

o f  t h o s e  w h i c h  a r e  d e t e c t e d  g e n e r a l l y  a r e  n o t  r e p o r t e d  p u b l i c l y .  

I n  a d d i t i o n  t o  t h e  " c o n f u s i o n  f a c t o r "  v a r i o u s  l e g i s l a t i v e  

p r o p o s a l s  make c o m p u t e r - r e l a t e d  c r i m e  a n  i s s u e  o f  some s i g n i f i c a n c e .  

I n  19778 S e n a t o r  R i b i c o f f  i n t r o d u c e d  h i s  c o m p u t e r  c r i m e  b i l l  

e n t i t l e d  "The F e d e r a l  C o m p u t e r  S y s t e m s  P r o t e c t i o n  A c t  o f  1977."  

H e  i n t r o d u c e d  t h e  b i l l ,  i n  p a r t *  b e c a u s e  o f  t h r e e  r e p o r t s  we 

i s s u e d  i n  t h e  m i d  s e v e n t i e s .  L a t e r 8  I w i l l  d i s c u s s  o n e  o f  t h o s e  - -. 
r e p o r t s - - t h e  one o n  c o m p u t e r - r e l a t e d  c r i m e s  i n  G o v e r n m e n t .  The 

o t h e y s  a d d r e s s e d  m a j o r  w e a k n e s s e s  i n  c o m p u t e r  s e c u r i t y  a n d  

f a u l t y  c o n t r o l s  i n  m a j o r  c o m p u t e r  a p p l i c a t i o n s .  

- 

W h i l e  t h e  b i l l  h a s  n o t  become law, s e v e r a l  S t a t e s  h a v e  

e n a c t e d  t h e i r  own. A c c o r d i n g  t o  my l a s t  c o u n t ,  11 S t a t e s  h a v e  

p a s s e d  c o m p u t e r  c r i m e  s t a t u t e s  and s e v e r a l  o t h e r s  a r e  c o n s i d e r i n g  

s u c h  Laws. 

- Two o t h e r  c l o s e l y  r e l a t e d  f a c t o r s  make c o m p u t e r  c r i m e  a n  

i s s u e  w o r t h  r e c k o n i n g  w i t h .  One i s  t h e  g r o w i n g  d e p e n d e n c e  o f  

c o r p o r a t i o n s  a n d  G o v e r n m e n t  o n  t h e  u s e  o f  c o m p u t e r  t e c h n o l o g y .  

T h e - - o t h e r  i s  t h e  g r o w i n g  p r e s s u r e  f o r  t h e  a c c o u n t i n g  and a u d i t i n g  

p r o f e s s i o n s t o  a c c e p t  more  r e s p o n s i b i l i t y  f o r  d e t e c t i n g  f r a u d .  

- 

- 

The c o m p u t e r  d e p e n d e n c y  phenomenon h a s  b e e n  c r e e p i n g  up o n  

u s .  -Many i n d u s t r i e s - - b a n k i n g ,  i n s u r a n c e ,  r e t a i l ,  m a n u f a c t u r i n g - -  

a r e  s o  d e p e n d e n t r  t h e y  c o u l d  n o t  f u n c t i o n  v e r y  Long w i t h o u t  t h e i r  

c o m p u t e r s ;  f o r  o t h e r s 8  i t s  j u s t  a m a t t e r  o f  t i m e .  C o m p u t e r  
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d e p e n d e n c y  i n  t h e  F e d e r a l  G o v e r n m e n t  i s  v e r y  h i g h .  Today, f o r  

example ,  we h a v e  o v e r  18t000 c o m p u t e r  s y s t e m s  i n  o p e r a t i o n ;  

c o m p a r e d  t o  o n l y  a s m a l l  h a n d f u l 1  i n  t h e  1 9 5 0 ' s .  As we a l l  know, 

t h e  s i z e  a n d  s c o p e  o f  F e d e r a l  a c t i v i t i e s  h a s  i n c r e a s e d  s u b s t a n -  

t i a l l y ,  y e t  t h e  F e d e r a l  w o r k  f o r c e  h a s  i n c r e a s e d  o n l y  a b o u t  

1 5  p e r c e n t  s i n c e  t h e  50's. 

W i t h  t h i s  i n c r e a s e d  d e p e n d e n c e  comes a n  i n c r e a s e d e x p o s u r e  

t o  t h e  i n c i d e n c e  t o  c o m p u t e r - r e l a t e d  f r a u d .  T h i s  i s  o c c u r r i n g  

a t  a t i m e  when a u d i t  r e s p o n s i b i l i t y  f o r  d e t e c t i n g  f r a u d  i s  

r e c e i v i n g  i n c r e a s e d  e m p h a s i s .  I n  1978, t h e  C o m m i s s i o n  o n  

A u d i t o r s '  R e s p o n s i b i l i t i e s  c o n c l u d e d  t h a t  " A l l  s e g m e n t s  o f  t h e  

p w b t - i c - - i n c l u d i n g  t h e  m o s t  k n o w l e d g e a b l e  u s e r s  o f  t h e  f i n a n c i a l  

s t a t e m e n t s - - a p p e a r  t o  c o n s i d e r  t h e  d e t e c t i o n  o f  f r a u d  a s  a 

necessary a n d  i m p o r t a n t  o b j e c t i v e  o f  an a u d i t . "  The R e p o r t  o f  

t h e  S p e c i a l  C o m m i t t e e  o n  E q u i t y  F u n d i n g  s t a t e d  t h a t  t h e  a u d i t i n g  

p r o f e s s i o n  s h o u l d  c o n t i n u e  t o  i m p r o v e  i t s  a u d i t i n g  p r o c e d u r e s  s o  

- 

i t  c a n  i n c r e a s e  t h e  p r o b a b i l i t y  o f  d e t e c t i n g  m a t e r i a l  f r a u d s .  

L a s t l y ,  t h e  S t a t e m e n t  o f  A u d i t i n g  S t a n d a r d s ,  Number 16, i n  e f f e c t  
- 

t e l l s  t h e  a u d i t o r  t o  p l a n  t h e  a u d i t  t o  s e a r c h  f o r  m a t e r i a l  e r r o r s  

o r - i r r e g u l a r i t i e s - - t h a t  i s ,  f r a u d s .  

So, o n  t h e  one h a n d  we h a v e  l e g i s l a t i o n  b e i n g  c o n s i d e r e d  o r  

e n a c t e d  t o  a d d r e s s  p a r t  o f  " t h e  Problem,"  a p u s h  f o r  a u d i t o r s  t o  

b e t t e r  a t t a c k  " t h e  Problem," but ,  o n  t h e  o t h e r  hand, we h a v e  some 

-. 

- 

c o n f u s i o n  on  t h e  d e f i n i t i o n  a n d  s i z e  o f  ' ' t h e  P r o b l e m . "  D u r i n g  

t h e  r e s t  o f  t h i s  s e s s i o n  I p r o p o s e  t o  l o o k  a t  d e f i n i t i o n s ,  t h e  

l e g i s l a t i v e  scene,  a n d  r e c e n t  a n d  o n - g o i n g  s t u d i e s  w h i c h  a d d r e s s  
- -  

t h e  s e c u r i t y  a n d  a u d i t  i m p l i c a t i o n s  o f  c o m p u t e r - r e l a t e d  c r i m e .  
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WHAT I S  COMPUTER-RELATED F R A U D / C R I M E ?  

Up t o  now I h a v e  u s e d  t h r e e  o r  f o u r  t e r m s  somewhat  i n t e r -  

c h a n g e a b l y :  c o m p u t e r  c r i m e ,  c o m p u t e r - r e l a t e d  c r i m e ,  a n d  c o m p u t e r -  

r e l a t e d  f r a u d .  From now o n  I w i l l  u s e  t h e  L a t e r  t w o  t e r m s ,  w h i c h  

I w i l l  d e f i n e  i n  a moment. 

O n e  a u t h o r  c o m p l i e d  a l i s t  o f  o v e r  20 t e r m s  w h i c h  a r e  u s e d  

i n  t h e  l i t e r a t u r e  d i s c u s s i n g  t h i s  s u b j e c t .  Among o t h e r s  t h e s e  

i n c l u d e :  c o m p u t e r  a b u s e r  c o m p u t e r  c a p e r s ,  c o m p u t e r  t h e f t ,  c o m p u t e r -  

managed f r a u d ,  a n d  p r o g r a m m e r  f r a u d .  

C o m p u t e r  a b u s e  i s  a commonly u s e d  t e r m  w h i c h  h a s  b e e n  made 

p o p u l a r  b y  Donn P a r k e r  o f  t h e  S t a n f o r d  R e s e a r c h  I n s t i t u t e .  He  
1 -_ - 

USPS- t h e  t e r m  t o  d e s c r i b e  _ -  
I' . . . a n y  i n c i d e n t  a s s o c i a t e d  w i t h  c o m p u t e r  t e c h n o l o g y  
i n  w h i c h  a v i c t i m  s u f f e r e d  o r  c o u l d  h a v e  s u f f e r e d  l o s s  

g a i n, I' 

- 

- a n d  a p e r p e t r a t o r  b y  i n t e n t i o n ,  made o r  c o u l d  h a v e  made 

He u s e s  t h i s  t e r m  b r o a d l y  t o  i n c l u d e  c o m p u t e r  f r a u d s ;  d e s t r u c t i o n  

o f  c o m p u t e r  h a r d w a r e ,  s o f t w a r e ,  a n d  d a t a ;  t h e f t  o f  s o f t w a r e  o r  

data-; a n d  u n a u t h o r i z e d  u s e  o f  c o m p u t e r  t i m e .  

C o m p u t e r - r e l a t e d  c r i m e s  i s  t h e  t e r m  we u s e d  i n  o u r  1 9 7 6  r e p o r t  

o n  s u c h  c r i m e s  i n  G o v e r n m e n t .  We d e f i n e d  c o m p u t e r - r e l a t e d  c r i m e s  

t o  b e  

- - 

. . . a c t s  o f  i n t e n t i o n a l l y  c a u s e d  t o s s e s  t o  t h e  
G o v e r n m e n t  o r  p e r s o n a l  g a i n s  t o  i n d i v i d u a l s  r e l a t e d  
t o  t h e  d e s i g n ,  u s e r  o r  o p e r a t i o n  o f  t h e  s y s t e m s  i n  
w h i c h  t h e y  a r e  c o m m i t t e d . "  

-I 11 

.- 

T h i s  d e f i n i t i o n  r e c o g n i z e s  t h a t  c o m p u t e r  b a s e d  d a t a  p r o c e s s i n g  

s y s t e m s  a r e  c o m p r i s e d  o f  m o r e  t h a n  j u s t  c o m p u t e r  h a r d w a r e  and 

s o f t w a r e  t h a t  run them. The s y s t e m  i n c l u d e s  t h e  o r g a n i z a t i o n  
- 

a n d  p r o c e d u r e s - - s o m e  m a n u a l - - f o r  p r e p a r i n g  i n p u t  t o  t h e  c o m p u t e r  
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a n d  u s i n g  o u t p u t  f r o m  i t .  Thus, b y  t h i s  d e f i n i t i o n ,  c o m p u t e r  

r e l a t e d  c r i m e s  may r e s u l t  f r o m  p r e p a r i n g  f a l s e  i n p u t  t o  s y s t e m s  

a n d  t h e  m i s u s e  o f  o u t p u t  a s  w e l l  a s  t h e  more  t e c h n i c a l l y  

s o p h i s t i c a t e d  c r i m e s  s u c h  a s  a l t e r i n g  c o m p u t e r  p r o g r a m s .  I t  

a t s o  i n c l u d e s  t h e  t h e f t  o f  c o m p u t e r  t i m e  a n d  s o f t w a r e ,  a s  w e l l  

a s  t h e  d e s t r u c t i o n  o f  s o f t w a r e  a n d  d a t a  f i l e s .  

C o m p u t e r - r e l a t e d  f r a u d  i s  t h e  t e r m  we a r e  u s i n g  o n  t h e  A I C P A  

EDP F r a u d  R e v i e w  T a s k  F o r c e .  We h a v e  d e f i n e d  t h i s  t e r m  t o  

i n c  t u d e :  

. . . a n y  i n t e n t i o n a l  a c t  o r  s e r i e s  o f  a c t s  d e s i g n e d  
t o  d e c e i v e  o r  m i s l e a d  o t h e r s .  Such a c t  m u s t  i m p a c t  o r  
p o t e n t i a l l y  i m p a c t  t h e  f i n a n c i a l  s t a t e m e n t s  a n d  a 

o r  c o v e r - u p  o f  t h e  scheme." 

11 

--- c o m p u t e r  s y s t e m  m u s t  b e  i n v o l v e d  i n  t h e  p e r p e t r a t i o n  
d --. 

- -  
P l e a s e  n o t e  t h a t  t h e r e  a r e  t h r e e  e s s e n t i a l  e l e m e n t s  i n  t h i s  

- 
d e f i n i t i o n .  - F i r s t ,  t h e r e  m u s t  b e  i n t e n t  t o  d e f r a u d .  Second, 

t h e r e  m u s t  b e  i m p a c t ,  o r  p o t e n t i a l  i m p a c t  o n  t h e  f i n a n c i a l  

s t a t e m e n t s ,  a n d  a c o m p u t e r  s y s t e m  m u s t  b e  i n v o l v e d .  The l a s t  

e l e m e n t  i s  t h e  o n e  w h i c h  i s  u s u a l l y  t h e  c o r n e r s t o n e  o f  m o s t  

d e b z t e s  o v e r  w h e t h e r  a f r a u d  i s  c o m p u t e r  r e l a t e d .  C o n s e q u e n t l y ,  

we h a v e  a s s e r t e d  t h a t  a c o m p u t e r  s y s t e m  m i g h t  b e  i n v o l v e d  t h r o u g h  

imp-roper  m a n i p u l a t i o n  o f :  - 
(11 i n p u t  o r  t r a n s a c t i o n  d a t a  

( 2 )  o u t p u t  o r  r e s u l t s  

( 3 )  a p p l i c a t i o n  p r o g r a m s  

-. 
.- 

( 4 )  d a t a  f i l e s  

(5) c o m p u t e r  o p e r a t i o n s  

-(6) c o m m u n i c a t i o n s ,  o r  

(7) c o m p u t e r  h a r d w a r e ,  s y s t e m s  s o f t w a r e ,  o r  f i r m w a r e .  
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The T a s k  F o r c e  h a s  s p e c i f i c a l l y  e x c l u d e d  f r o m  i t s  d e f i n i t i o n  

t h e  t h e f t  of s o f t w a r e ,  h a r d w a r e ,  o r  d a t a  a s  w e l l  a s  t h e f t  o f  

c o m p u t e r  t i m e .  The T a s k  F o r c e  b e l i e v e s  t h a t  s u c h  t h e f t s  d o  n o t  

h a v e  a d i r e c t  i m p a c t  o n  t h e  f i n a n c i a l  s t a t e m e n t s .  

B e f o r e  I move o n  t o  t h e  L e g i s l a t i v e  scene, I w o u l d  l i k e  t o  

add a p e r s o n a l  o b s e r v a t i o n  o n  d e v i s i n g  a d e f i n i t i o n .  We m u s t  

r e c o g n i z e  t h a t  we a r e  d e a l i n g  w i t h  a m o v i n g  t r a i n .  C o m p u t e r  

t e c h n o l o g y  i s  n o t  s t a n d i n g  s t i l l - - i t  i s  m o v i n g  a h e a d  a t  a n  e v e r -  

i n c r e a s i n g  pace.  A l s o ,  t h e  a p p l i c a t i o n  o f  t h i s  t e c h n o l o g y  t o  

f i n a n c i a l  a n d  g e n e r a l  management s y s t e m s  i s  i n c r e a s i n g  i n  i n t e n s i t y  

a n d  ._- i n  s o p h i s t i c a t i o n .  T h e r e f o r e ,  i t  i s  v e r y  l i k e l y  t h a t  schemes 

a n d - m e t h o d o l o g i e s  _ -  f o r  p e r p e t r a t i n g  a n d  c o v e r i n g - u p  f r a u d  i n  

a u t o m a t e d  - s y s t e m s  w i l l  a l s o  c h a n g e .  The way f r a u d s  w e r e  p e r p e t r a t e d  

5 y e a r s  a g o  may n o t  b e  p e r p e t r a t e d  t h e  same way 5 y e a r s  f r o m  now. 

C o n s e q u e n t l y ,  o u r  d e f i n i t i o n  m u s t  b e  f l e x i b l e  e n o u g h  t o  a c c o m o d a t e  

t h e s e  c h a n g e s .  I n  my o p i n i o n ,  t h e  t e r m  " c o m p u t e r - r e l a t e d ' '  d o e s  

t h i s  q u i t e  w e l l - - i t  c a u s e s  us t o  l o o k  a t  t h e  g e n e r a l  s y s t e m  i n  

w h i c h  t h e  f r a u d  was p e r p e t r a t e d ,  n o t  j u s t  t h e  c o m p u t e r  i t s e l f .  
- 

From a n  a c c o u n t i n g  a n d  a u d i t i n g  p o i n t  of  v iew,  o u r  u l t i m a t e  

o b + c t i v e  i s  t o  d e v i s e  a s y s t e m  o f  i n t e r n a l  c o n t r o l s  w h i c h  w i l l  

h e l p  p r e v e n t  and d e t e c t  c o m p u t e r - r e l a t e d  f r a u d s ;  we c a n n o t  do 

t h i s  _- w e l l  b y  l o o k i n g  a t  t h e  c o m p u t e r  o n l y .  

WHAT DOES THE LEGISLATIVE SCENE LOOK LIKE? 

-. 

So much f o r  d e f i n i t i o n s ;  I w o u l d  l i k e  now t o  t u r n  t o  t h e  

l e g i s l a t i v e  s c e n e .  
- 

O v e r  t h e  l a s t  4 y e a r s #  C o n g r e s s  h a s  b e e n  c o n s i d e r i n g  a 

F e d e r a l  c o m p u t e r  c r i m e  s t a t u t e ,  b u t ,  a s  y e t ,  n o n e  h a s  b e e n  p a s s e d .  
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A s  I i n d i c a t e d  e a r l i e r ,  S e n a t o r  R i b c o f f  i n t r o d u c e d  h i s  b i l l  

b e c a u s e  o f  a g r o w i n g  n a t i o n a l  d e p e n d e n c e  o n  c o m p u t e r s  a n d  t h e  

o p p o r t u n i t i e s  f o r  w h i t e  c o t t a r  c r i m e  w e r e  b e c o m i n g  g r e a t ;  y e t t  

a t  t h e  same t i m e r  h e  was v e r y  c o n c e r n e d  a b o u t  t h e  d i f f i c u l t i e s  

L a w y e r s  w e r e  e n c o u n t e r i n g  i n  p r o s e c u t i n g  c o m p u t e r  c r i m e s  u n d e r  

e x i s t i n g  l a w s .  H e  h a d  l e a r n e d ,  f o r  example,  t h a t  

- - i n  o n e  case, p a r t  o f  a n  i n d i c t m e n t  was d i s m i s s e d  b e c a u s e  
e l e c t r o m a g n e t i c  i m p u l s e s  w h i c h  t r a n s m i t t e d  v a l u a b l e  d a t a  
o v e r  a t e l e p h o n e  L i n e  w e r e  d e t e r m i n e d  n o t  t o  b e  “ p r o p e r t y ”  
a s  d e f i n e d  i n  t h e  I n t e r s t a t e  T r a n s p o r t a t i o n  o f  S t o l e n  
P r o p e r t y  S t a t u t e .  

- - i n  a n o t h e r  a t t e m p t e d  p r o s e c u t i o n ,  t h e  G o v e r n m e n t  l o s t  
t h e  c a s e  b e c a u s e  o f  d i f f i c u l t i e s  i n  e s t a b l i s h i n g  w h e t h e r  
c h e c k s  i s s u e d  by a c o m p u t e r  o n  t h e  b a s i s  o f  f r a u d u l e n t  
o r  m a n i p u l a t e d  d a t a  w e r e  f o r g e r i e s .  .._ - 

- 
- -  H e a r i n g s  w e r e  h e l d  on t h i s  b i l l  i n  1978 a n d  a g a i n  i n  1980; 

howeTter, t h e  b i l l  was n e v e r  r e p o r t e d  o u t  o f  t h e  S e n a t e  C o m m i t t e e  

on  t h e  J u d i c i a r y . O p p o n e n t s  o f  t h e  b i l l  a r g u e d - - a p p a r e n t l y  w i t h  
- 

s u c c e s s - - t h a t  t h e  b i l l  i n t r u d e d  i n t o  l e g a l  a r e a s  t r a d i t i o n a l l y  

r e s e r v e d  f o r  t h e  S t a t e s ;  a n d  t h a t  many s e c t i o n s  o f  e x i s t i n g  l a w  

a l r e a d y  p r o v i d e  a d e q u a t e  a u t h o r i t y  f o r  p r o s e c u t i n g  c o m p u t e r  

c r i m e .  

E v e n  t h o u g h  t h e  Feds  h a v e  n o t  p a s s e d  a c o m p u t e r  c r i m e  
-. - 

s t a t u t e ,  a t  l e a s t  11 S t a t e s  h a v e r  a n d  o t h e r s  a r e  c o n s i d e r i n g  s u c h  

l a w s .  F o r  t h e  m o s t  p a r t ,  t h e s e  l a w s  make t h e  f o l l o w i n g  a c t s  

c r i m - i  n a  1--most  f e L o n y - - o f  f e n s e s :  

(1) d e v i s i n g  o r  e x e c u t i n g  a n y  scheme t o  d e f r a u d ,  

( 2 )  s t e a l i n g  o f  d a t a ,  s o f t w a r e ,  o r  c o m p u t e r  t i m e t  a n d  

- ( 3 )  a l t e r i n g ,  damaging,  o r  d e s t r o y i n g  c o m p u t e r  h a r d w a r e ,  
s o f t w a r e ,  o r  d a t a .  



The c o m p u t e r  c r i m e  s t a t u t e  i n  one S t a t e  ( N o r t h  C a r o l i n a )  

makes i t  a m i s d e m e a n o r  o f f e n s e  t o  d e v i s e  or e x e c u t e  a scheme 

t o  o b t a i n  a f a l s e  e d u c a t i o n a l  t e s t i n g  s c o r e ,  o r  a f a l s e  a c a d e m i c  

o r  v o c a t i ~ n a l  g r a d e .  Two S t a t e s  ( F l o r i d a  a n d  N o r t h  C a r o l i n a )  a l s o  

make i t  a c r i m i n a l  o f f e n s e  f o r  a n y  p e r s o n  t o  a c t  w i t t f u l l y  a n d  

w i t h o u t  a u t h o r i z a t i o n  s o  a s  t o  d e n y  o r  c a u s e  t o  d e n y  c o m p u t e r  

s e r v i c e s  t o  an a u t h o r i z e d  u s e r  o f  a s y s t e m .  

As y o u  c a n  see, t h e s e  s t a t u t e s  a r e  d e s i g n e d  p r i m a r i l y  t o  

a s s i s t  L a w y e r s  i n  p r o s e c u t i n g  c r i m i n a l  c a s e s  w h i c h  i n v o l v e  t h e  

u s e  o f  c o m p u t e r s .  M o s t  o f  us h e r e ,  however ,  a r e  m o r e  c o n c e r n e d  

a b o u t  t h e  a u d i t o r ' s  p e r s p e c t i v e .  And, I s u p p o s e  t h e  f i r s t  t h i n g  

t h a t -  comes t o  mind i s  t h e  F o r e i g n  C o r r u p t  P r a c t i c e s  A c t .  W e l t ,  

I am n o t  a l a w y e r ,  a n d  I am n o t  p r e s u m p t u o u s  e n o u g h  t o  s t a n d  up 

h e w  a n d a t t e m p t  t o  i n t e r p r e t  t h a t  one--we w i l t  h a v e  t o  l e a v e  t h a t  

^- 

- -  

- 

t o  t h e  L a w y e r s  a n d  a f e w  t e s t  c a s e s .  I s u s p e c t #  however ,  t h a t  

t h e  p r o v i s i o n s  i n  t h e  A c t  d e a l i n g  w i t h  i n t e r n a l  c o n t r o l s  w o u l d  

b e  a c a u s e  f o r  c o n c e r n  b e c a u s e  m o s t  o f  t h e  c o m p u t e r  c r i m e  c a s e s  

I h a v e  a n a l y z e d  w e r e  a b l e  t o  h a p p e n  b e c a u s e  o f  b r e a k d o w n s  i n  

f u n d a m e n t a l  i n t e r n a l  c o n t r o l s .  

- 

- - 
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GAO Repor t  on  Computer-Related 
C r i m e s  i n  Government 

S e v e r a l  years ago, a now well-known i n d i v i d u a l  began 

t e l l i n g  t h e  world a b o u t  t h e  p o t e n t i a l  for computer  crime, or 

a b u s e ,  and c i t e d  s e v e r a l  cases, Oddly enough,  none i n v o l v e d  

t h e  Government. Based upon o u r  e x p e r i e n c e s ,  w e  knew t h e  Gov- 

e rnmen t  c o u l d  n o t  be "Clean  as a hound ' s  t o o t h , "  I f  it was, 

it would  b e  a f i r s t .  

- So w e  unde r took  a major  e f f o r t  t o  look i n t o  t h i s  o b v i o u s l y  

u n u s u a l  phenomenolz O u r  work c o n f i r m e d  o u t  d o u b t s :  T h e  Govern- 

ment is n o t  un ique ;  i t ,  t o o ,  h a s  i t s  s h a r e  o f  c o m p u t e r - r e l a t e d  

crime. 
-- 

_ -  
Our j o b  was n o t  e a s y  b e c a u s e  agency  r e c o r d s  d i d  n o t  s i m p l y  
- 

say,  " T h i s  is a c o m p u t e r - r e l a t e d  crime." As I i n d i c a t e d  ea r l i e r ,  

s u c h  3 d e f i n i t i o a  r e c o g n i z e s  t h a t  t h e  computer i s  - n o t  t h e  s y s t e m ,  

b u t  i s  o n l y  a p a r t ,  a l b e i t  an  e v e r - i n c r e a s i n g  p a r t .  

I n  t h e  f i n a l  a n a l y s i s ,  our p r i m a r y  sources f o r  cases were  

memories of FBI a g e n t s ,  U . S .  a t t o r n e y s ,  t h e  c r i m i n a l  i n v e s t i -  

gator  t y p e s  i n  DOD, and a u d i t  and i n v e s t i g a t i v e  g r o u p s  i n  o t h e r  

F e d e r a l  - a g e n c i e s .  
- 

T4hen w e  checked o u t  o v e r  1 0 0  s u c h  cases, w e  found t h a t  n o t  
-. 

a l l  w e r e ,  i n  f a c t ,  c o m p u t e r - r e l a t e d ,  and our conf i rmed  cases 
.- 

narrowed down t o  69 .  When w e  a n a l y z e d  these cases, w e  ended up 

c a t e g o r i z i n g  them i n  f o u r  major g r o u p i n g s .  
- -F raudu len t  i n p u t :  62  p e r c e n t  

- - -Unauthorized u s e  o f  f a c i l i t i e s :  26 p e r c e n t  

- - A l t e r a t i o n  or d e s t r u c t i o n  of 
d a t a  f i l e s  or programs:  23 p e r c e n t  

--Misuse of o u t p u t :  1 7  p e r c e n t  

i n  



I n  the  f raudulent  input  a r ea ,  we have t h e  case of a super- 

visory c le rk  who was responsible  f o r  en ter ing  claim t r ansac t ions  

t o  a computer-based s o c i a l  welfare  system. She found she could 

introduce f i c t i t i o u s  claims on behalf of accomplices, and they 

would receive the  bene f i t s .  She was ab le  to process over 

$ 9 0 , 0 0 0  i n  claims ( a u t h o r i t i e s  be l ieve  i t  m i g h t  have been up 

t o  $ 2 5 0 , 0 0 0 )  before she was discovered through an anonymous 

telephone t i p .  (Note: She was a system user ,  not  a computer 

I n  t h e  unauthorized u s e  of f a c i l i t i e s ,  we have t h e  compu- 

t e r  programmer who used the  system t o  develop programs which 

h e A p e d  t o  s e l l  commercially. 
= -- 

- -  
I n  the t h i r d  area of a l t e r i n g  f i l e s  or programs, we have 

t h e c a s e  of a t r ans fe r r ed  serviceman who--being f ami l i a r  w i t h  

an automated personnel system--used a- te rmina l  t o  a l t e r  h i s  

- 

e f f i c i e n c y  r a t i n g  upward, and who was promoted on t h e  b a s i s  of 

t h a t  h i g h  ra t ing .  Here, again,  t h e  discovery was a f luke.  
- 

I n  the  misuse of output  we d i s t i n g u i s h  between output  

which was generated from f raudulent  input and ordinary l e g i t -  

itmate output which was "gloomed on to"  by an en te rp r i s ing  

cr iminal .  A case i n  p o i n t  would be t h e  s e l l i n g  of information 

on p r iva t e  c i t i z e n s  t o  s p e c i a l  i n t e r e s t  groups. 
-. 
.- 

I'm not going t o  desc r ibe  any more c a s a f o r  you: you've 

probably heard enough "war s t o r i e s . "  I t h i n k  i t  would be 

more useful t o  look a t  t hese  cases  a s  a common body of know- 

ledge and see  what kind of gene ra l i za t ions  w e  can draw from 
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it. I've identified several points; further analysis w i l l  

probably reveal more. They are: 
1. ~ l l  types of systems were vulnerable: payrolls, 

accounts payable, welfare, inventory, etc. 

2. Fraudulent input was a high vulnerability area. 

3 .  The distinction of being a computer criminal was 

not reserved to computer-knowledgeable people. 

System users seem to be equally, if not more, 

common. 

4 .  

- -5. _ -  

6. 

7. 

Perpetrators took advantage  of system control 

weaknesses. 

Weaknesses exploited were mostly basic management 

c o n t r o l s  long recognized as being necessary to 

insure proper operations. 

Most common weaknesses which were exploited were 

(a) separation of duties, and (b) physical control 

over facilities and supplies. 

Sometimes these weaknesses were due to ooorlv 

desiqned systems, but in 7 of  12 cases we studied 
- - in detail, controls or Drocedures existed but were 

not enforced by operatinu personnel .  

8 .  Computer crime detection was mostly accidental, -- 

not discovered by audit. 
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A I C P A  EDP FRAUD REVIEW TASK FORCE 

I t  w a s  a g a i n s t  t h i s  b a c k - d r o p i n  1 9 7 7  t h a t  t he  A I C P A  

es tabl ished t h e  EDP Fraud Review Task Force.  Donn P a r k e r  and 

our  o f f i c e  w e r e  r e p o r t i n g  on v a r i o u s  cases of computer - re la ted  

f r a u d ;  Sena to r  R ib ico f f  and some States  w e r e  i n t r o d u c i n g  

computer crime l e g i s l a t i o n ;  and t h e  a u d i t i n g  p r o f e s s i o n  w a s  

be ing  t o l d  t o  do more t o  combat and detect  f r a u d .  There w a s  

a l s o  a r e c o g n i t i o n  t h a t  the c l i en t s  of CPA f i r m s  were becoming 

ex t remely  cornputer i n t e n s i v e .  

The Task  Force m e t  fo r  t he  f i r s t  t i m e  i n  1 9 7 8 .  I t  w a s  

composed of people  from t h e  a u d i t i n g  p r o f e s s i o n ,  academea , 
1 -- 

p r i v a t e  - i n d u s t r y ,  and t h e  Government. The b a s i c  o b j e c t i v e s  

of t h e  group are t o  
_ -  

- 
--raise t h e  awareness of t h e  a u d i t i n g  p r o f e s s i o n  t o  t h e  - 

i nc idence  of computer - re la ted  f r a u d ;  and 

- - i d e n t i f y  and propose c o n t r o l s  and a u d i t i n g  procedures  

t h a t  w i l l  h e l p  de t ec t  and p r e v e n t  computer - re la ted  f r a u d s .  
- The s p e c i f i c  t asks  were t o  de te rmine  

--the k ind  of data  needed for a n a l y s i s ,  and 

- --where and how t o  g e t  t h e  da ta .  - 
I n  c a r r y i n g  o u t  t h e  work, two major problems ensued. F i r s t ,  

- 
w h a t  i s  computer - re la ted  f r a u d ?  

easily--we have a good working d e f i n i t i o n  and it is s e r v i n g  

our purpose q u i t e  w e l l .  

W e  so lved  t h i s  one f a i r l y  
- .- 

The second problem w a s  more d i f f i c u l t  t o  solve--we knew 

what-kind of data  w e  needed f o r  a n a l y s i s ,  b u t  w e  c o u l d n ' t  g e t  

it ve ry  e a s i l y .  W e  went t o  many sources :  CPA f i r m s ,  d i s t r i c t  .- 

a t t o r n e y s ,  t h e  FBI , i n d u s t r y  t rade a s s o c i a t i o n s ,  t h e  Department 
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of J u s t i c e .  They d i d  n o t  have t h e  d a t a  w e  needed; i n  some cases 

(e .g .  F B I )  the  d a t a  t h e y  had cou ld  n o t  be released. 

We f i n a l l y  h i t  upon a q u e s t i o n n a i r e  approach t o  be a p p l i e d  

on an indus t ry-by- indus t ry  basis .  The i n d u s t r y  w e  selected f i r s t  

w a s  bank ing  because 

- - seve ra l  cases had been r e p o r t e d  i n  t h i s  i n d u s t r y  by 

Donn P a r k e r  and t h e  p r e s s ;  

--banks had a commodity t h a t  computer c r i m i n a l s  u s u a l l y  

sought--money; 

--it i s  a heavy u s e r  of ADP; and 

--it is  h e a v i l y  r e g u l a t e d  and t h e r e f o r e  r e q u i r e d  t o  

r e p o r t  cases of f r a u d  t o  r e g u l a t o r y  a u t h o r i t i e s .  -- 
4 .-. 

' - - W e  a l so  added members t o  t h e  Task Force temporar i ly- - the  

chief i n t e r n a l  a u d i t o r  of a major bank, a member of t h e  F D I C ,  

and a CPA-who s p e c i a l i z e s  i n  a u d i t n g  banks.  
- 

W e  a l s o  sought  and g o t  the h e l p  and s u p p o r t  of t h e  Bank 

Admin i s t r a t ion  I n s t i t u t e - - t h e  BAI  has been one of the  keys t o  

t h e s u c c e s s  of t he  s t u d y .  A l l  m e m b e r s  of t h e  T a s k  Force are 

convinced t h a t  it w a s  t h e  j o i n t  s p o n s o r s h i p  of the  BAI and the  

AICPA which e l i c i t e d  the  h i g h  l e v e l  of c o o p e r a t i o n  w e  g o t  from 
-. 

t h e b a n k i n g  i n d u s t r y .  

-. The q u e s t i o n n a i r e  w a s  t a i l o r e d  t o  t h e  banking indus t ry- -  

i n c h d i n g  banking j a rgon .  I t  i n c l u d e s  34 questions--some w i t h  

many sub-pa r t s .  I t  asks f o r  i n fo rma t ion  on who the p e r p e t r a t o r  

w a s ,  how the  f r a u d  w a s  p e r p e t r a t e d  and concea led ,  how it w a s  

de tec ted ,  the degree of computer involvement ,  t h e  e x i s t a n c e  

and absence of c o n t r o l s ,  t he  deg ree  t o  which a u d i t s  were made, 

e t c . ,  e tc .  
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Because of the  s e n s i t i v i t y  of t he  i s s u e  and t h e  g e n e r a l  

r e l u c t a n c e  t o  r e p o r t  f r a u d s ,  w e  d i d  n o t  r e q u i r e  t h e  r e sponden t s  

t o  i d e n t i f y  themselves .  There i s  no way w e  cou ld  i d e n t i f y  them 

u n l e s s  t h e y  v o l u n t e e r e d  t h e i r  ident i ty- -which  w a s  a n  o p t i o n  w e  

gave them. I n t e r e s t i n g l y ,  about  h a l f  of t h o s e  who r e p o r t e d  

t h a t  t h e y  had had f r a u d s  and were w i l l i n g  t o  f i l l  o u t  t h e  

q u e s t i o n n a i r e ,  i d e n t i f i e d  themselves .  

W e  s e n t  t h e  q u e s t i o n n a i r e  t o  a l l  9 , 0 0 0  ( p l u s )  banks which 

are menbers of t he  B A I .  T h i s  gave us  e x c e l l e n t  coverage  of 

t h e  banking i n d u s t r y  which is composed of over  1 4 , 0 0 0  banks.  

m We-also s e n t  a follow-up r e q u e s t  t o  t he  t o p  1 , 0 0 0  banks of B A I .  

Th-G, of c o u r s e ,  had t o  be s e n t  b l i n d  because w e  d i d  n o t  know 

who had responded t o  t he  f i r s t  r e q u e s t .  
- 

Over 5 , 1 0 0  banks responded t o  t h e  q u e s t i o n n a i r e ,  a r e sponse  

ra te  of about  5 7  p e r c e n t .  O f  these, 105 banks r e p o r t e d  a t  l ea s t  

one case of what w a s  b e l i e v e d  t o  be computer - re la ted  f r a u d :  a 

f e w  banks s a id  t h e y  had more t h a n  one case. A f t e r  rev iewing  the  

cases i n  d e t a i l  and fo l lowing  up w i t h  t h o s e  who i d e n t i f i e d  

- 

themselves ,  w e  have reduced the  number of case,s t o  85. Some 

d i i -no t  m e e t  our  d e f i n i t i o n ;  f o r  o t h e r s ,  enough da t a  w a s  n o t  

avai-,lable t o  make a judgment. 

- .-What I would l i k e  t o  do now i s  t o  s t e p  through s e v e r a l  

s l ides which summarize some of t h e  data  on the 85 cases. But 

f i r s t ,  l e t  m e  throw o u t  a couple  of p r e c a u t i o n s .  F i r s t ,  these 

are p r e l i m i n a r y  s t a t i s t i c s .  W e  are s t i l l  re-checking our  

a n a l y s e s  and some of t h e  f i g u r e s  may change by a p o i n t  o r  two. 

~- 

Second, do no t  a t t e m p t  t o  p r o j e c t  t h i s  da ta  t o  t h e  banking 
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i ndus t ry - - the re  are biases i n  the  u n i v e r s e  whose s i g n i f i c a n c e  

canno t  be e v a l u a t e d  s t a t i s t i c a l l y .  For example, it i s  b e l i e v e d  

t h a t  many f r a u d s  go  undetected--we d o n ' t  know t h e  e f f e c t  of t h a t ;  

there  i s  t h e  r e l u c t a n c e  t o  report--we do  n o t  know the  e f f e c t  

of t h a t  e i t he r .  Also ,  w e  s t i l l  have the  problem of d e f i n i t i o n - -  

two banks t o l d  us  t h e y  d i s a g r e e d  w i t h  our  d e f i n i t i o n  and w e r e  

n o t  go ing  t o  p a r t i c i p a t e .  

On t h e  p o s i t i v e  s ide ,  however, w e  d o  have a v e r y  good 

p i c t u r e  of t he  n a t u r e  of computer f r a u d  i n  these 85 cases. They 

can  be good i n d i c a t o r s  of v u l n e r a b l e  areas and t h i n g s  t o  look  

f o r  and p o s s i b l y  c o n c e n t r a t e  on. 

Apgaic a t i o n s  

1. 1 6  a p p l i c a t i o n s  systems were h i t .  

2 . -About  ha l f  were i n  checking  and s a v i n g s .  

3 .  Five  a p p l i c a t i o n s  account  for  ove r  77 p e r c e n t .  

_- 

_ _ -  

- 

P e r p e t r a t o r s  

1. C l e r k s  and proof  o p e r a t o r s  accounted for  4 6  p e r c e n t :  t h e s e  
- 
r u n  t h e  gamut from; 

--removing items from p r o c e s s i n g ,  

- - - - forc ing  re jects  and r e p r o c e s s i n g  t o  o t h e r  accoun t s ;  

--changing due dates on p e r o n a l  l o a n s ,  
-. 

- - inc reas ing  p e r s o n a l  c r ed i t  l i m i t s .  
_- 

2 .  Managers: these w e r e  mos t ly  l o a n  o f f i c e r s .  

Scheme 

1. Scheme: basic t y p e  of a r t i f i c e  o r  p l o y  used t o  p e r p e t r a t e  
- 
t he  fraud--16 d i f f e r e n t  ones i n  a l l .  
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2 .  F i c t i t i o u s  l o a n s - - a c t u a l l y  t h e  l o a n s  w e r e  " real"  i n  s e v e r a l  

cases, j u s t  unau thor i zed .  For example, a Charge Card loan  

o f f i c e r  se t  up s e v e r a l  unauthor ized  cha rge  accoun t s  on t h e  

master f i l e  and s e t  ve ry  h igh  c red i t  l i m i t s .  The o f f i c e r  

would p u t  i n  t i m e  e x t e n s i o n s  t o  avoid  p a s t  due accounts :  

a t  o t h e r  t i m e s  he would d e s t r o y  p a s t  due r e p o r t s :  $ 5 0 , 0 0 0  

over  a 15-month period. 

3 .  Diver s ion  of d e p o s i t s .  

4 .  Deferral  of p o s t i n g  checks. 

5. I n c r e a s i n g  C r e d i t  l i m i t s .  

6 .  Forgery:  computer o p e r a t o r  encoded checks  w i t h  numbers of -- 
-.-closed accounts. Accomplice cashed them. Operator interupted 

- -  
them and r e t u r n e d  them unpaid because t he  accoun t s  were 
- 

I c l o s e d .  

Method U s e d  

1. Methodology refers t o  the  way the  computer sys tem w a s  

manipulated:  

a.  f i l e  na in t enance  
- 

b. t r a n s a c t i o n s  

-. c .  access i n q u i r y  (media) - 
d. programming 
-. 
e. d i rec t  f i l e  changes 
.- 

2.  F i l e  maintenance--most non- f inanc ia l  

a. i n c r e a s i n g  credi t  l i m i t s  

b. changing due dates on l o a n s  
- 

--Example: unauthor ized  e x t e n s i o n  of due dates on $1 

m i l l i o n  i n  loans ;  $ 2 5 0 , 0 0 0  proved t o  be u n c o l l e c t i b l e :  

motive n o t  c lear ,  b u t  probably  t o  hide poor performance 

i n  c o l l e c t i o n .  
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3. 

c .  changing da te  of l a s t  payment 

d.  r e a c t i v a t i n g  closed c r e d i t  or loan accounts w i t h  

a l t e r e d  addresses. 

Transaction manipulations 

a .  t o  force r e j e c t s  

--Example: Encoding a l t e r ed  t o  force  rejects;  t y p i c a l l y  

perpe t ra tor  had access t o  r e j e c t s .  Bookkeeper changed 

one of the  MICR d i g i t s  on h i s  checks; cashed t h e  check: 

and destroyed the  r e j ec t ed  item. 

b. t o  d i v e r t  depos i t s  

--Example: Proof operator found deposi t  t i c k e t  f a i l e d  

# t o  include one check, s o  added it t o  h i s  own account; _ -  
it worked! H e  became bolder and began removing 

- 

- depcs i t s  from customer accounts and added t o  h i s  own. 

Went on f o r  7 months. 

c. Diversion of r e c e i p t s  

--misencoding r e j e c t s  d u r i n g  reprocessing 
- 
d. Creating o r i g i n a l  i t e m s  

4 .  Access t o  media--had access t o  ATM card of customer: s t o l e  

--card from the  bank; used terminal t o  obtain PIN and used 

card t o  make unauthorized withdrawals. -. 
5.  Direct f i l e  changes 

.- 

a .  Applications programer used a u t i l i t y  program t o  t r a n s f e r  

funds  t o  h i s  savings account from account of customer. 

b. Used software program t o  decrease balances i n  inac t ive  
- 

savings accounts and increase balance of h i s  own account. 
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Prepared  f a l s i f i e d  s t a t e m e n t  t o  customer;  w a s  r e v e a l e d  

when P o s t  Off ice  r e t u r n  f a l s i f i e d  s t a t e m e n t :  customer 

came i n ,  asked f o r  h i s  s t a t e m e n t :  g o t  a c u r r e n t  one and 

ques t ioned  it. 

How detected 

1. Concerns abou t  money 

- - r e l u c t a n t  t o  d i s c l o s e  because of tendency t o  s a y  t h i s  i s  

average  s i z e  of computer - re la ted  f r a u d - - t h i s  i s  mis l ead ing ;  

cou ld  be used t o  ove r  dramatize o r  underdramat ize  and 

misdirect  a t t e n t i o n  away from o t h e r  l e s s o n s  t o  be learned.  

- - r e l u c t a n t  n o t  t o  disclose because might be accused of 
-- 

withhold ing  in fo rma t ion .  - .-. _ -  
2 .  Twenty-nine cases (1/3) detected by a u d i t  and i n t e r n a l  

- 
c o n t r o l .  E i g h t  of 1 2  detected by i n t e r n a l  c o n t r o l s  were - 
detected 4 - 1 2  months a f t e r  f i rs t  i n i t i a t e d .  

3 .  Twenty-four cases (1/3) detected by customer compla in t  

(most ly  i n  f irst  3 months) .  Re in fo rces  r o l e  of customer 

-as key element  of c o n t r o l .  

Genera l  Observa t ions  

- Many o b s e r v a t i o n s  c a n  be drawn from t h i s  da ta ;  as a t a s k  - 
f o r c e  w e  are s t i l l  doing  t h i s ,  b u t  here are some for  s tar ters :  

1. The customer is  s t i l l  a major c o n t r o l  e lement  f o r  i d e n t i f y i n g  

problems. Consequent ly ,  c o n t r o l s  over  deve loping  and m a i l i n g  

- -. 

- _- 

customer s t a t e m e n t s  are ve ry  impor t an t .  

2 .  Many p e r p e t r a t o r s  used t h e i r  own accounts  t o  e x t r a c t  funds ;  

Therefore,  spec ia l  cont ro ls  and e x t r a  aud i t  of ernployee 

accoun t s  may be i n  o r d e r .  
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. _  

3. Loan o f f i c e r s  f r e q u e n t l y  used f i c t i t i o u s  l o a n  schemes t o  

p e r p e t r a t e  f r a u d .  Therefore, enhanced c o n t r o l  over  l o a n s  

might be i n  order--e .g .  r e p o r t i n g  new l o a n s  and m a t u r i t y  

e x t e n s i o n s  t o  h i g h e r  management. 

* * * * 

W e  are now r e f i n i n g  our  a n a l y s i s  of the  data  and developing  

o b s e r v a t i o n s .  We have a t i g h t  t i m e  s chedu le  ahead of us--we 

are hoping t o  g e t  a f i n a l  d r a f t  approved i n  September; and 

p u b l i s h  a research paper  and a r t i c l e  i n  the  J o u r n a l  of Accountancy 

soon thereaf ter .  

A t  t h i s  t i m e ,  w e  are a l s o  working ha rd  on a comparable s t u d y  

of-.k:he in su rance  i n d u s t r y .  I n  e a r l y  A p r i l  w e  mai led a n  in su rance  

v e r s i o n  of t h e  q u e s t i o n n a i r e  t o  ove r  1 , 2 0 0  i n su rance  companies. 

T h s q u e s t i o n n a i r e s  are j u s t  now coming i n  and w e  w i l l  be p u b l i s h -  

a 

_ -  

- 

i n g  a s e p a r a t e  research paper  on t h o s e  cases. W e  u l t i m a t e l y  hope 

t o  survey  s e v e r a l  i n d u s t r i e s  and i s s u e  s e p a r a t e  r e p o r t s  on each. 

Later,  w e  p ropose  t o  summarize a l l  i n d u s t r . i e s  p o i n t i n g  o u t  common 
* - 

r e s u l t s .  

I n  c l o s i n g ,  I w o u l d l i k e  t o  r e q u e s t  any of you who may be 

lucky  enough t o  r e c e i v e  one of our  q u e s t i o n n a i r e s  t o  f i l l  it o u t  

i f  you have any cases of computer - re la ted  f r a u d .  I a m  convinced 

t h a t  t h i s  is  the  on ly  way f o r  u s  t o  e l i m i n a t e  some of t h e  

confus ion  t h a t  sur rounds  t h i s  area. 

- -. 
.. .- 

Thank you. 
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